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FACIT DATA SYSTEMS USER MANUAL

This guide provides a comprehensive overview of the Facit Identity Cloak application. It is a step by step

“how to” guide for the installation, setup and usage.
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Under the new GDPR (General Data Protection Regulation) regulation, video data is now categorised as
personal data hence same measure of care is required for recorded CCTV footage as for any other
personal data. Investing in technologies that can automate privacy protection could help companies to
comply with the new GDPR regulations, painlessly and efficiently. For example, by using Facit Data
System’s proprietary video redaction capabilities to blur out people’s faces in video. Our “Identity Cloak”
transforms high-risk data to the low-risk category, allowing operators to see what is happening in video

footage without violating anyone’s privacy.

The data collected through CCTV surveillance cameras, identity based physical access data, biometric
information and personal information are fully governed by the GDPR regulations from 25 May 2018.
Facit Identity Cloak application is a fully featured tool to hide identities of people in CCTV videos, which

can be further shared internally within an organization or with a third party.

Facit Identity Cloak is a specialised video editing tool, designed to automatically protect the identities of

people in a CCTV recorded video. Following are the main features of this software:

e Clip video

e Automatic video masking

e Full body video masking

e Mask/unmask specific person/area by tag & track feature
e Zoom region in avideo sequence between a defined time period
e Display recorded time stamp

e Manual masking/unmasking

e Preview

e Screen Recorder

e Video Conversion

e File Verification

e Video Tutorials



This section provides a step by step guide to download and install the Facit Identity Cloak application.

To get the installation file of the application, please visit the following link
https://identitycloak.facitdatasystems.com/

After registering, user can download the software from the download link. User will be provided with a
license key, depending upon the package that the user has selected.

Launch the setup file.

- Setup - Facit Identity Cloak =

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

FACIT DATA SYSTEMS LIMITED - EMD USER. SOFTWARE LICEMSE AGREEMENT Y
(ELLA)

1st May 2016 VERSION

This ELILA sets out the scope and terms of a licence for the Software described in
this EULA. The Software is licensed, not sold. i

The Software was produced by, is licensed by, and is A®© Copyright Facdit Data
Systems Limited (from September 1st 2014) (referred to as "Fadt™ or the

"Licensor”), a company registered in England and Wales with company number
09030054 and with registered office Atlantic House & Bell Lane, Bellbrook

Industrial Estate, Udkfield, East Sussex, England, TM22 1GL.

THE LICEMSEE'S ATTEMTION IS DRAWN TO CLAUSE 8 WHICH EXCLUDES ALL b

(®)1 accept the agreement

()1 do not accept the agreement

Figure 1: License Agreement

Read the license agreement and Select | accept the agreement to click next


https://identitycloak.facitdatasystems.com/
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9 Setup - Facit Identity Cloak > =

Select Destination Location
Where should Facit Identity Cloak be installed?

Setup will install Facdit Identity Cloak into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

:\Program Files (3 i i i Browse...

At least 117.4 MB of free disk space is required.

Figure 2 : Installation Location

Select the installation location and click next.
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9 Setup - Facit Identity Cloak > =

Select Start Menu Folder
Where should Setup place the program's shortouts?

W
Setup will create the program's shortcuts in the following Start Menu folder,
[ —mas]

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

acit Identity Cloak Browse...

Figure 3: Start Menu Folder

Enter the name of start menu folder name and click next. Then click Install.



Setup - Facit Identity Cloak -

Completing the Facit Identity
Cloak Setup Wizard

Setup has finished installing Fadit Identity Cloak on your
computer. The application may be launched by selecting the

installed shortouts.

Click Finish to exit Setup,

Figure 4 : Installation Complete

Your Installation is complete now. Click on Finish to close this window. A shortcut link will be created on

your desktop. After launch the application, log-in to the application to continue.



This section contains a comprehensive overview on how to use this application.
Click on Facit Identity cloak shortcut created on the desktop to launch the application. Following window
will appear if you are using the application for the first time.

@FACIT

DATA SYSTEMS

Proxy Server

Password

Forgot Password ?

Register Now Enter License Key

Figure 5: Sign-in or Register

If you have a license key, click ‘Enter License Key’ and you will be prompted for a license key.

w Licence Key

Please enter your licence key to continue

Enter Key

Figure 6.1: Enter Licence Key

Click on Enter Key.



[* ] Licence Key

Buy Credits
Licence Key

Save Close

Figure 7.2: Save Licence Key
Enter the license key that was provided to you when you downloaded the application, license key is also

sent to your email account when you registered. Click Save.
Please make sure your workstation must be connected to the internet to verify the license key.

If you register using your email, click on ‘Register Now’ and following screen will appear.

@FACIT

Register your Account

First Name Last Mame

Company MName Biling Address

Post Code Select Country

‘Ema\l Address Confirm Email Address

Password Confirm Password

[ 1agree with the terms and conditions for registration, =

Complete Registration

Figure 8.3: Register

Once you fill in the registration form and click ‘Complete Registration’, verification email is sent to your
email account. You will be required to verify your email account to complete the signed-up process.

Once email is verified, Sign-in to continue.
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Select the video to be processed either by drag/drop or by clicking the Import button.

@ Facit Identity Cloak - o X

File Conversion Export Tools Settings Tutorials  Help

©

Import Tag & Track Zoom Praview Export

Your balance
£0.00
Help Vides

& 0ATA SYSTEMS (" ADD BALANCE

Drag and drop
to upload

Figure 6: Import Video File

On the top of the window you will see an activity chart. This chart shows your current progress status and

the remaining steps.

Please note the software may automatically mask all the individuals in the video footage.

The software has following steps:

Import

Clip

Tag and Track
Zoom

Preview

Export

Before loading a video, the application verifies the video file for decoding issues. This option can be

turned ON or OFF from the settings option in the drop-down menu at top as shown in Figure 9.
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9

Help Video

Facit Identity Cloak - 8 “
File Conversion Tools | Settings | Tutorials Help
E Proxy Settings p FA C l T Your balance
£495.00

[¥] rievertiaation “ DATA SYSTEMS (ADD BALANCE

© ) S & &)

Import Tag & Track Zoom Preview Export

Drag and drop
to upload

Figure 9 : File Verification Setting

To turn OFF the file verification, uncheck the file verification option in the above window. If the option is

turn on, video file will be verified while importing the video, as shown in Figure 10.

Once the desired option is selected, click on select file or Drag/Drop the video file to load the video.

Help Video

File Conversion Tools Settings Tutorials  Help

Facit Identity Cloak

- 0

Your balance

@ FACIT
o ) 2 ©,
Import Tag & Track Zoom Preview Export
[* ] Importing Video
2%
Drag and drop
to upload

Figure 10 : Verifying file for decoding issues
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If there is decoding problem in the video, an error message will be prompted to the user, which can be
seen in Figure 11

- Error Decoding

0 Error while decoding some frames, which might be skiped.
Do you want to continue 7

Figure 11 : Decoding Error

Click yes if you want to continue with this video.
If there is no decoding problem, this window will not appear, and the codec conversion window will be
prompted as shown in Figure 12

When you load a video a query window will appear which will ask you to allow for codec conversion,

- Codec Conversion

0 Allow Codec Conversions 7

Yes Mo

Figure 12 : Allow Codec Conversion

For some video formats we need to convert them to another format which is friendly to our application.
For this purpose, the application may sometime require codec conversion.

Please visit https://facitdatasystems.com/identitycloak.html to see the full list of supported codecs and file
formats.

To select the video codec, go to the conversion option from the drop-down menu at the top of the window

before importing the video. This can be seen in the Figure 13

13
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[* ] Facit Identity Cloak

File Conversign Tools Settings Tuterials Help
O DATA SYSTEMS

ol

*Your balance
£495.00

ADD BALANCE

0—°0

2]

Zoom Preview Export
Drag and drop.
to upload
Figure 13 : Video Conversion Settings
Select the relevant option from the menu as shown in figure below
* ] Facit Identity Cloak - 0o “
File Tools Settings Tutorials Help
E‘im = E| - Your balance
£495.00

ml,L’L‘ ° Eﬁg!r:!- (_ADD BALANCE )

0—0& 09O 0

Import Tag & Track Zoom Preview Export

Drag and drop
to upload

Figure 14 : Select Format
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v

Q

Import

weoi codec v [v] mpec4

Facit Identity Cloak

@ FACIT

DATA SYSTEMS

File Conwersion | Tools Settings Tutorials Help
Format l

0 & Track Zoom Preview

— |
Your balance

ADD BALANCE

Export

Drag and drop
to upload

Figure 15 : Select Codec

After you have selected the relevant option reload the video and click yes when asked to allow codec

conversions.

In some cases, the given video formats are platform dependent, and they cannot be played on any other

software. In these cases, we recommend to play the video with the given supported video player and grab

the video using screen recorder.

Screen recorder can be opened from the Tools dropdown menu, as shown in the following figure.

15



FACIT DATA SYSTEMS USER MANUAL

) Facit Identity Cloak - ] x
File Conversion Tools Settings Tutorials Help

E Screen Recorder Your balance

e QY FACHT e

Help Video

- DATA SYSTEMS ADD BALANCE

Import Tag & Track Zoom Preview Export
Drag and drop
to upload

Figure 16 : Screen Recorder Selection

3.2.3.1. FUNCTIONS
Screen recorder has following functions;

e ROl Selection.

e Full Screen ROI Selection.

e Browse.
e Refresh.
e Start.
o Stop.

16



%’ Screen Recorder —

Controls (1

Start Refresh

Recoded: 00:00:00 Close

Figure 17 : Screen Recorder

ROI SELECTION

ROI selection helps to select a region from the desktop that you want to record, as shown in the following

figure.

W’ Screen Recorder -

Controls [1

Recoded: 00:00:00 Close

Figure 18 : ROI Selection
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FULL SCREEN ROI SELECTION
Region selection area can be maximized on clicking on [ ] button. It helps to select the region more

accurately.

=& % ||

00:04

] Wl 2 55 o e

Figure 19 : Full Screen Selection

BROWSE

To select the location of the recorded video.

REFRESH

Refresh updates the background image inside the ROI section window. You can use CTRL+SHIFT+R
shortcut key to refresh the image.

START

To start recording, click on the Start button or you can use CTRL+SHIFT+S shortcut key to start
recording.

STOP

To end recording, click on the Stop button or you can use CTRL+SHIFT+E shortcut key to end recording.

Select the starting point and ending point by moving the progress bar as shown in Figure 20. Click on
CLIP to clip the video clip to desired length. Enter the time stamp of the actual time when this video was
recorded. This time stamp will appear on top of the video.

Note: If you don’t see the timestamps on the screen, go to ‘Tools’ in the menu bar and checkmark

Timestamp.

18
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&) Facit Identity Cloak - O X

File Conversion Export Tools Settings Tutorials Help

Your balance
Video Tutorial o FA C I I
Help Video w

DATA SYSTEMS

l © |
a o
Activity g A~ 4
Bar Import Preview
—

=4 ;‘ii‘;'ﬁ!'

Click ‘Clip’ to
crop the video
between start
and end time

(cLip o+ ) (UNDO'D | B2 Tmestamp [ 10/15/2015 00:00:00 |

F S
( NEXT = |

Figure 20: Import window
Click NEXT to continue.

3.3. TAG & TRACK

Tag & track feature allows user to mask/unmask person/area of interest. A new side window will appear
as shown in Error! Reference source not found.. Person of interest can be tagged along their path in

various key frames by clicking or drawing a region. The selected track can be masked or unmasked
according to the requirement.

19



FACIT DATA SYSTEMS USER MANUAL

@ Tag & Track X |
1. Blur Mode

€ s e n Export Tools ettings Tutorials Help

E Your balance Blur Track

9 | 2. Object Shape £0.00
Help Video ' FA C I ! P = (O cirde (@ Rectangle
DATA SYSTEMS | ADD BALANCE
f Radius
g @ (&) 3. Radius of Circle
Tag & Track 7 New Delete
4. Click New P

Tracks Blur A

Save

A: E Key Frames

. (0]

Play Speed

: ‘ 8
Ix 2x 3x Sx  8x

=

Bac
dled

|Z| Inverse

4= PREVIOUS )( NEXT = )

Figure 21 : Tag & Track window

There is a play, pause, forward and backward button on the bottom left corner of the screen that you can
click. You can also access these buttons from keyboard using their keyboard shortcuts.

To Play or Pause the video, press the space key from the keyboard

To Forward video frame by frame, use keyboard shortcut key N

To Backward video frame by frame, use keyboard shortcut key B

Following are the steps of the tag and track process:

By default, the ‘Blur Track’ option is unchecked. This means any track selected by the user will result in
area that will be visible in the final output of the video. If user wants to mask a particular track, this option
should be checked.

20



Note: If ‘Blur Track’ option is not visible on the screen, go to ‘Tools’ in the menu bar and checkmark

‘Blur/Inverse Tracks'.

Two types of tracks can be created, circular or rectangular. In case of circular track, the radius of the track
can be adjusted using the Radius bar. In case of rectangle, user can draw a rectangular region on the

video by clicking and dragging the mouse. Click NEW to start the track.

Draw track as required either by drawing the rectangle or in case of circular track clicking the object. Each
individual track appears on the track/blur table. User can create as many tracks as required on a single
video. By default, when the Blur mode is not selected, blur option is “False”. Click SAVE to save the track

before creating a new track.

Key frames define the number of frame user will jump between two tagging points. It is recommended to
keep its value low for precise object tracking.
Timeline can also be moved to keep the tracked object in the tracking area.

Increase or decrease the play speed of the video.

The inverse checkbox is unchecked by default. If checked, the tracked area will be masked while the

other objects will be visible.

21
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@ Facit Identity C

O X

Your balance
£0.00

('ADD BALANCE

loak -
Export etting u ]
“ DATA SYSTEMS ;
© ) ©
Import Tag & Track Zoom i Export

A LARAN RARRN ALY RARAN RARAS RALAN RALN RARAY LRSS LARAS LAAN RARAS LAAAN RALLS RAAN LARAN RAARN RAALN LALN RARLN RAARN LA

) (4= PREVIOUS )( NEXT = )

& Tag & Track X
Blur Track
Cirdle Rectangle
Radius
New Delete
Tracks Blur A
1 Track:1 False
:
3
4
5
6
i
8 v
Save

[«][Z] KeyFrames

0 ]

Play Speed
e
Ix 2 3x 5x 8

Inverse

Figure 22 : Showing track drawn

To review the track, select the required track from the list and click on the Review Track button.

Click Next when the Tag & Track process is complete.

22



FACIT DATA SYSTEMS USER MANUAL

3.4.Z00M

User can zoom a certain area in video by following the steps below:
i.  Click NEW and select zoom level

ii. Draw region

ii. Select start and end point from the time line

iv. Save

These steps are shown in Figure 23.

& Facit Identity Cloak - ] &) Zoom Level X

File Conversion Export Tools Settings

E Your balance S Clear
“ £0.00
el Video DATA SYSTEMS ((ADD BALANCE )

{ ]
@ ﬁ‘ / 2x 5x 4‘x 5x
g @ @ V . Zoom level

Import Tag & Track Zoom Preview q Zoom

10/15/2019 00 - | 1l I 3 ‘ & T ' 4
fy ; o

g, R z

| [ [ I [ ] T T T T T T Tt T \\

(= PREVIOUS )( NEXT = )

Figure 23: Zoom Section

Multiple areas can be zoomed at different time spans.

Once done, Click Next to continue.
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The preview stage contains the following features. For reference, look at the Figure 22.

1. View video before exporting
Video can be played to view the output before exporting. The preview sometimes comes with the
green semi-transparent shading in the areas to be masked.

2. Apply manual blur

Manual blur or unblur can be applied on the current frame by selecting blur or erase button.

3. Select full body
By default, faces are masked, however by selecting the Full Body option, full body masked can
be applied. Please click REFRESH to see the results.

4. Alter the quality of masking
By increasing the image enhancement, the mask quality is improved. However, some
unrequired regions may also be picked up by the software.

5. Increase or decrease blur size
By increasing the Blur Size level, area of blurred object is increased. It is recommended to keep

it at a moderate level.

6. Increase or decrease degree of blur

Degree of blur can be increased or decreased by using this feature.

Click NEXT to continue.
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& Facit Identity Cloak

Help Video

File Conversion Export Tools Settings Tutorials Help

@ FACIT

DATA SYSTEMS

O

Import

o—0

Tag & Track Zoom

Refresh to recreate preview

LA Y 10 A AR L AN LAY LN AL LAALN UARAN SALLN LA LALEN LAAAN RARAN ALY LAREN RAARI L

(rerresic) (»)(11) (14)(P1)

Manual Blur or Erase Previe %
Your bal?nce Blur P
£0.00
= =
( ADD BALANCE ) [
Full Body Blur
Preview Y [ FulBedy
Image Er
Quality of Blur p——
Low High
Blur Size
Area of Blurred Object 0
Low High
Blur Intensity D:g'e“fs"'
on High
Note:
Refresh to apply changes
i Play Speed
bl T
x 2  5x  8x 10x
s \
[ 4= PREVIOUS || NEXT =» |

3.6. EXPORT

Figure 24 : Preview window

Browse to the location where you want to save the file. Select the name of file and click NEXT to generate

the final video.
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[*] Facit Identity Cloak = B

File Conversion Tools Settings Tutorials Help

B @ FACLT
O—6 0010

Import Tag & Track Zoom Preview Export

Save Location:

‘ | (erowsE )

(-« PrEVIOUS )( EXPORT &)

Figure 25 : Export window
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For any further assistance, please contact the Facit Data Systems technical support team at

support@facitdatasystems.com.
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